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A Simple Model for Studying Active Defense Against Ballistic Missiles

by Paul H. Randoliph
Purdue University®*

Abstract: In the design of ar active defense system it is
necessary to consider the relisbilitlies cf the lntercept
system. In tals paper some interrelationships tetween
these reliabilities and a defersive policy are «xamined.

sntroduction. In defending a given target, two forms of rather independent,

radicaily diffevent types of defense are avallable. One, the passive Type
of defehse , 1s essentially concerned with falloat and biast shel‘gers for
probtecting a population and with hardrness of sites fer protecting targets
of military importance. Tke other, the active defenée » 1s concerned with
the actual interception of attacking enemy warkseds. In This paper only
the active defense will be considerec.

The objective of this paper is t) study the role and the interactions
of the varicus mejor components in an zective defemse system. By such a
study it may be possible to attain an ortimal active defense posture for

esch city or targest.

L. Intercept reliability.

2

Tet vs denobte the i-th target, whether dvfended or not by the index 1.
We will use the term ®target™ exclusively tc enote a target Lo the enemy;
suckh as e city or a missile site. Lg% us assume that an intercepicr et sargsl

2 can kill en incoming object, such as a worhesd or a decoy, with = 2robabliiliy
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denoted by Pye Thié probebility is sssumed to be dependent only on radar
accuracy, guldance reliability and lethal radius of the interceptor warhead
and thus is not necessarily a function of the target. However, 1t is
possible to increase the . of P by, for example, improving the radar
and camputer equipment. This variation presumably would be availasble for
every intercept installation énd thus cculd be considered to be constant
anong the targets. On the other hend the value of Py 'can possibly be
altered by a change of the ratio of interceptors to radars. Thus P can
probably be varied considerably from target to target by changes in both
the quality and quantity of ground support eguipment of interceptors.

On the other hand, for a given Py it is also possible to vary the
probability of killing an incoming warhead by a redundancy of interceptors.
Suppose at target 1 ki interceptors are camitted to the inierception
of each cbject identified as a warhead. Then the probability of killing

each object with one or mors of the ki interceptors is

X
where p,* = {1 - p,) 1 45 the probability that all interceptors miss;

i.2., that the object slips through the defense. That is based. of ccurse;

on the assumptions that the interceptors act indegendently.

2. Discrimination reliability {qi sn ri)

Generally, an interceptor is launched towarcés an object if and only
if the object is identified as a werhead. It is pessible that the idemti-
fication 1s incorrect; that is, for e werhesd to be claessifizd as a decoy
conversely. The classification of an object as a warhead or a deccy it
dependent on the signature of the object, and the probability of the tio

sypes of classification errer are related.
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For example, suppose B 1s a random variable representing the signature

of an object. Then there is a value, b,*, for each target,

1}
i=1,2, ...; such that if B <b *, the object is called a decoy and if

i*’ the object is called a warhead. If Fw is the distribution

function of the signature of a warhead, then we can define the quentity aq,

B>D

as follows
qi=§de=P[B>'bi*/obJectisawarhead],‘
*
'b>bi
and if Fd is the distribution function of the signature of a decoy we define
*
ri=§dFd=P[BSbi / oblect is a decoy ] .
*
b <by

The quantities of and r, are the conditional probabilities of correctly
%Y 1 _

classifying a warhead and a decoy, respectively, and thus represent the
reliability of the discrimination systen.

It should be noted that changing b¥* changes 9 and 1'i . For

example, if bii*-.-.-i-oo, then q, =0 and ri=l. This corresponds

to the case of idez;tifying everything as a decoy. On the other hand if
bi-* = = ©, then 9y = 1l and r, = Q. This corresponds to the case in
which all objects are identified as waerheads. The determination of ‘bi* can

bave a profound effect on the actlve defense posture.
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3. Detection reliability (s)

It should also be gpparent that the ability of the system to detect an
inconing warhead will be important in determining an active defense. We
will let s be the probability of detecting an object. This will largely be
dependent on early warning nets, such as the DEW line, and is probably constant

from target to target.

4. Enemy policy (ni or P(ni))

In order that a defense can be constructed, the extent of the

threat mist be known. Iet us assume that ni

the enemy will direct towards the target 1. The specification of the value

is the number of warheags

of each ni

to the importance of the target, its geographlcal area, the size of the

is of course quite difficult. One would expect it to be related

warhead used by the enemy and the total number of warheads avallable to hinm.

The set of values of n,, 1=1, 25 ...y Pinally determined wlll be

known as the enemy policy.

It may be impossible to determine the value of n, . In this case at
least the a priori probabilities, p; (n), of 'n warheads at target

1 must be known.

5. Qther parzmeters

In addition to the above the following parameters will be used.

P(A): " the probability an enemy missile aborts; that is, it doces not
reach its target;

P(A) = 1 - P(A): the probability an enemy missile does not abort.

P(l): the probability a single enemy warhead destroys its target

if it penetrates +the defense.
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¢  the number of decoys per werhead

'Vi: value of i-th target to the enemy. This value can be something
simple like poptﬂation, although this cytterion tends to overlock such
reessures as political lmportance or the role of military targets. Even

though the determinatioc: of this value is important this paper will overloock

this problem and assume that the set of values, Vi’ is known.

£. Defense objective: Rgual unatiractiveness

In devising a countering asctive defense policy some objective must be
used as a basis for establishing a defense posture. One objective 1s beased
on the criterion of "equal unattractiveness.® Thet is, assuming a given
enemy policy for undefended torgets an active defense posture is to be
constructed so as to make a given set of targets no more attractive than
8 glven value. This could be the value of the most stiractive undefended
target. Thaet is, if vy ZVZ _>_V3 2 ... and if the first c targeis
are to be defended but the {c+l)st will not, then we wish to build an

active defense stature which will yleld new target values 1=1, 25

2
i’
in such a way that Vi Svc-i-l’ i=1,2, ..., or more generaily to

maize 'v':‘i <X vwhere X 1s some gliven constant.

Since the capabiiitles of interception, detection and identificaticn'
are not perfect, then there is a certaln probability that a missile will
gvade the defense and hit the target. This means that a defensive posture
will yleld expected values ‘fi, 1=1,2, ..., . And the objective will te

to determine a defense which wili meke V, £V, 1i=1,2, ... .
e

+17

(]



On the other hand the criterion of equal umattractiveness can also
imply that the objective of the defense is to define a posture which
minimizes the absoluts values

| Vs = Veuy |
for i = l’ 2’ seey Co

7. Case of P{1) =1, P{(A) =1

The simplest case occurs when we can assume that no enemy missiles will
abort, P(A) = 1, and the target 1s destroyed if just one missile evedes the
defense, P(1l) = 1. The assurmption of non sbortion of the enemy missile implies

thet if n, missiles are aimed at target; then all n, missiles will success-

i i
fully arrive at the target, and a defemsive system must be comstructed to cope
with n, missiles.

The essumption of P{1l) = 1 Implies that the target will be destroyed if
one or more warheads reaches the target. One or more warheads will reach the
target either because the interceptors fail to stop a warhead, or because =
warhead is incorrectly identified as a decoy, or because a warhead is not
detected.

Then the probability of destroylag the target under the atove conditions

becomes

-
N

n, o kan n n n,
P(ki) =5 1qij‘ {l - (l - (l-pi) i} li + s j‘(l—-qi 5‘) +{1-~-5s5*%)

-

where the first term represents the joint occurrence of all n warheeds

being detected and identified correctly but at least one reaches the
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target; the second term is the joint occurrence of all a, warheads detected
but at least one is incorrectly identified as a decoy; and the last tem
is the probability of at least one warhead being undetected. This expression

can be simplified to:
oy T
P =1 [sg G--p) )] (1.2)
This makes the expected value of each target to be
T,k ) =7V i-rs (1-(- kﬂn" (7.2)
11’1‘1{ L5y Py /] .

Thus, under the objective of equal unattractiveness we peed only to

compute ki such that

v

y(ngsky) SV,

“ 1=1,2, ... ¢ {(7.3)

or, solving for ki we want the smallest integexr value of ki such that

1
n n.+n
k, > log §1 - [y -V s 11 : }/ log {1-p;) (7.4)

Thus, to achieve the stated defense objective, ki interceptors will be

assigned to intercept each object that is olassified as a worhead where
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k, setisfies {7.k). If k, imterceptors are assigned to each object
clessified as & warhead,then the expected number of inmterceptors required
at the i-th target is

Iy (niqi +n, @ (1 - >ri) )

In the expression for the defense posture, {7.4), it is interesting
t0 note that ki will be undefined if

) ni ni
(V) = Voe) /Vy9y s 7215

That is, if

Thus, to define k, as in (7.4 we must have

n
¥ . i
4 e+l
Uy > |, ] | {7.5)

If this relationship does not hold, then no matier how large ki might be,
the expected velue of the i-th target can never be reduced to the walue of
the given ccnstant or the value of the (c+l) st city.
The relatiomships of the various reliabilities is even more evident
in grephs numbered 1, 2, 3, L.. If
1

n
e 5
Ay = Ky -v )/ v ]
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1s smrll, then the reiiability of the intexrception system, is of

47
very little importance for most values of the product qs- Only when A 5
is quite large will the interceptor relisbility be of any importance.

More Important is the role of the detection a.nd classification
probebilities. If the product of these two is less than/ , then it is
imossible to achieve the objective of equal urattractiveness. For example,
suppose  V, = 1,000,000 and V., = 640,000 and n, =2, ‘then A= 8.
If both g, and s wvere below .89, it would be impossible to defend the
target to the desired degree. This wculd be true even 1f the rest of the
system is perfect, and if an infinite nuwber of interceptors are committed
to each cbject called a warhead.

Of the three types of reliabilities, that of detection is likely to
be fhe most difficult to estimate and control. Detection depends on the
early warning system, the alertness cf early warning crews, the quality
of radars toth at early werning sites and at interceptor locatiocns. As
can be seen from Graph &, if the probability of detecting is as low as .5,
then for a larger city it is impossible to meet the criterion of equal
unattractiveness,even 1f all other systems are operating perfectly.

A similsr role is played by 9y the reliability of the ident.ii‘icaticn
system. Just as for detection, if 9y is sufficiently low, it will be
impossible to defend the city so that tke egqual unatitractiveness critericn is
met. However, unlike detection, idemiification reliability can be ceniralled.

In fact, since 9 is feund from

qi=§de(b)

b > Db %
i
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it 13 possible to meke 9y as large as desired by decreasing the critical
value of the signature, bi'*. This in turn, cf course, increases Ty
which would increase the expected number of decoys intercepted and thus
increase the inventory of interceptors required at each interceptor szite.
On the other hand, better engineering designs can change the character of
both Fd and Fw which in turn can vaxry 9 and Ty -

As has been gseen an alternative objective is to find the
number cf irterceptors such that the expected value of each defended target
would be as clos2 to a given constant as is possible. That is, for a

gliven enemy policy, n,, we wish to find ki which minirrizes

! ?i () = Vg s 221,25 +oo5 ¢ {7.5)

Substituting for ir'i(ki) its value from (7.2) we find we went to minimize

- k, «n
! ¥, - v ] -v, [eq (2= (p) M]? ! (7.7)

i=l’ 2, ecey c

Since the first term is a non-negative constant for a given i, and
since the secord term 1is zlsc non-negative, this minimm can be found

from setting these two equal to each other. That is, we want to find ki

such that
i

k
v, = vc+l = Vi L{js q'i (l = (l = pi) l)-i 1 (7"8)

When ki = G, +the right-hand side is zero. As ki increases, the

right-hand side increases. Unfortunstely, there rmay be no finite real
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number for ki’ for which this expression holds; that is, the right-hand

side might te alwuys smaller than Vi - vc+l regardless of the magnitude
of k.i .
For exarmple, only if
1
n
P i
(V, =V 4!}
i

will it be possible to determine k, such that {7.8) holds. If thails

does not hold even an infinite value for ki would not be sufficient for
satisfying this criterion. This requirement is identical to that of

{765) given befere. Thus, the detection and identification probabilities have
identical importance in the two medels.

If {7.9) holds, then {7.8) can be solved for 1:1'

l°"l* Y{V Veurd /7 1qii;€ }/10 (-2

which gives the number of interceptors to ccmmit to the interception cof

each object identified as a ﬁarhead° Unfortunately, k, is most likely

not an integer. The usual round oIf procedure gy be reasonable; but a better
and an easily calculable rule can be fcund from the following anelysis.

4 is easy to see that for increasing X kai) is monotonicaliy

ij
regsi b0y e 7 = . Ieot It
decreasing. For k, &s found above, V‘ki) Vogps et k; De the
greatest imteger less than k, and E; the smallest integer larger than

k,. Then
-



gy = V) - Vylkg) 20

5, = Vi(ki) - vi(::i) >0
Ir §'.x. >51, we round up to k’i ;3 if _8_1 <6i, we round down.to Eﬂ. H
ir 9-:[ = gi’ round either way, probably up since this would tend to give

greater coverage of the target by the interceptors. Now, it is easy to

see that §d. >3 1 whensver

k X, k k
(1-p) 2 - {2-p) ¥ > (3-p) 1. ep) 1
Or vhen

k k. k

Thus,; the rounding rule’ can be staited as Tollows:

If A >0, then round up to K,

i
{7.11)
if A<, then round down teo ggl
whers _
s k k
, ;)
6= (1)t ¥ {1p) T - 2{1p) (7.12)

8. The Case of P{1} =1, P{A) <1

In the preceding sections it ﬁas assumed that each missile aimed at
a particular target would arrive at the ¢ *get‘. Thus, if . warheads
are allocated to target 1 by the enemy, then all n, warkeads are
assuped to arrvive within the range of the interceptors. This may not be
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true; that is, the enemy may experience a certaln probabllity of ebort.

In cther words, PF{K} < 1. Then the number of missiles actually to arrive

at target 1 1is a rsndom variable described by

o, _ o . nm
P } a1 missiles arrive | = ( n P{a)" {1-pP(A) )
at target 1

Thus, the exp2cted value ol each target would »e

n,

i k
V(ni,ki) =V, Z gl - Es 9 {1 - (l-pi) i)}m} x

n=C

{8.1)
{ 2B e )2

Using this expected ~alue we can defeni each defended target such that

v v vV is eit z fended
Vo, k)€Y, oy vhere V. is elther the value of the first undefended

city, or a given constant. Substituting fo- ?(ni ’ki) s value from

{8.1) and solving for k, we f£ind we want he smallest integer value of

ki such that 1
105 J1 - b |- { 2 Tl ;pfl
S Gyr/TyNL \
E71) i >
K > tEL), {8.2;
i = 133 41 )

as the number of intercaptcrs to commit to each incoming warhzad. IT

ye now define

5 v, -V .
A, oA 2 = “"'{) t - 1} +1 {8.3)
= 2(A) A i
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we again have Graphs 1, 2, 3, 4 to be representative of the relationship
between the product s 9 and ki for verying values of Dy-

Aga.hn, it is evident that ki will be undefined if

sq_'>-—=}’( 1_ c+3;) -]*'l‘A‘l {3.4)

= P(A) L N\

Ween P{1) = 1, this is merely (7-5). As P(A) decreeses, the value
of A g Gecremses. In fact, the relationship is as given in Graph S,
where it is interesting to note that admissidle velues of s 9 1s highly
rela.f.ed not only to the value of the target but more important to the
probabllity of non-sbort of the missile. Thus, if é(K) is sufficiently
small, each target can alweys be defended to the desired level; regardless of
The reliabllisy of the system, provided a sufficient (but finite) number
of interceptors are commtted to each incoming object called s warheed.

Using the eriterion of minimizing 17 (n 50 Ky ) - Vo1 g ve want the

nearest integer value to
l

1og{1-(i_'(v -V, J_/v) -fI/P(A)+:D/sqi}
o =
log(l py)

Round-cff rules similar to {7.11) and {7.12) can be devised and relstion-

ships similer to that of Grephs 1, 2, 3, bk and 5 can be stated.

9. The case of P(1) <1, P{A) <1

I7 2 single nit does not destrs oy e target, but ipstead : destroys a
terget with a given probebility, P{1), where 0 < P{1) €1, tken if
¥ 21 missiless rsached the target, the probability of destroying the
- bterget is 1 - :': 1 P(l)‘ly, on the assumption that tae effects of the
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y warheads are independent. Now, each of the y warheads can reach the
target elther by not being detected, or by being detected but Incorrectly
identified as decoys or by belng detected, correctly identifled but evading
the actlive defense.

Iet

¥ be the number of warheads successfully evading active
defense

k be the probebility en object is nct effectively

p,* = (1-p,)
int;ercepted
2z be the number of warﬁeads called decoys

@ be the number of detected warheads

m, be the number of warkeads arriving at the target 1
n, be the number of warheads aimed at target i

i
Then the conditional probebility of the target not being destroyed by

the y warheads eveding active defense is

R- 2]’

The condiiional probablility of y identified warheads evading active

defenge is

2

Aoy

{ ;, %) (pi‘*)y {1 - ;%)

when ,Q warheeds are detected and 2z are celled decoys. Thus, the
probability of y warheads evading active defense and the target

surviving is
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£ ~z~y

g-3
G -p]¥ O, ) o2 (1%

Now 7 canbe O crlor2or, ..., or {£-2z). Thus if £ varhesds are
detected and 2z ars called decoys, the probability of the target not being

destroyed by warheads evading active defense is

Lag j &

Fel ey, 3 4 .‘ i LA
L-paf¥ ) ¥ (e I

A

If, out of a tobal of £ detected warheads, sxsetly 2z are celizd decoys,
then tae conditicnal probability of the target nct being destroyed by one

or morz of the 2z warheads is

P

The Joint cceurrence of the btarget suyviving z werheeds called doccys

erd v oveding active defense given j warhezds detectzd o

-
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;::l
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The nxcbeoildty thet 2z  werheads out of & Hotal of 7 astected

warheeds are called decoys is
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Thus, the prchabllity of the target swurviviang an attack of A detected

warhesds is

(i ) q_f 100" [3-2(1]° x

4
z
Z=0

{ -z
2 [0 e e,

If m warheads arrive and only ,Q axre detected, then m -[ will not

be detected. The target will survive the attack by the m -{ undetected

warheads with proovability

[1- P(:L)]m"g

A total cf /é’ warheads will be detected with probabiiity

(2yed (1 B

Thus, the probabllity of the target surviving i = warhesds reach the

target is
m .
z {7) s’ gl-s)m"?fl-P(l}]m‘Q x
=0 T
NS a,/"%2-0,)® [1-2(1)] x
2=0 =
/{-z-y

J/ -7 =y J a g
= [1-p(2)]¥%{ 3 ) *) {1p, %)

¥=0



17,

Finally, if the enemy essigns o,  wespons to target i, it is

pessible that some abort. Thus, given n, warheads directed at target

ohe

i and a probability of non-abort P{A) €1, the probsbility of destroying

the target with one or mors of ihe n, watheads vhen ki inberceptors axe

asgsigred %o each object calied a werhead is

n
1 n
P{n,k,) =1- = { %) (& Tl-“QAJ
= =0 m
n
2 (3) ot ea™! .
{= {9.1)
4 { Gz -
{0 ) g F2eq)® J2-P(2)]% x
z=0 2 = qi
IQGZ g z - k’?'! Zmz-
= B ey Y )3

This can be simplified rether readily to

K, _~ =
Ty fn  Tim rpl1Y] r1-{1-p.) 1Y {9.2]
P(ni"{ =1 - [l-pe\A) {_L - [“““'L“sqipi}!-*“P(l)‘; + 5q {1-{1-p,) 7J ;f J {9.2]

from which the expected valug of the i-th target is

r [ K 9%
o » - I 7 Ly Y (i = 75 =)
ErY v ooy eyt . 79 S0l k] _P(‘I B +sg. {1 - xl_:', Ji i (G )
Ving sk, J o= VsV aea L [{1-se,2y) 0 ; Y i j:
Using the eriterion of vin,k,) &V . for 1=124,2, ..., ¢ e
) L4 C+L
have thast k& is the smallest integer value such tase
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re

C"'l) 1 -1} +1 - (l.g P )(l‘P(l))l
s { [P(A)\ ) ek (9.4)
- . log (l -p)

as the number of interceptors to use to intercept each object

classified a warhead.
It is interesting to note the similarity between this expression and

that of {8.2). Thus a JLi caen be defined in a simllar fashion and

Graphs 1, 2, 3, 4 can be used.

10. Unknown Poliicy

In the preceding it was assumed that the enemy targeting policy,

ni,

defensive pclicy, ki 3

wvas determined. Unfortunately, cnly a person with unusual perception could

1=1,2; ..., was known, and on the basis of this known policy a

for the glven enemy policy and given relisbilities

come close to indlcating the exact enemy policy. On the other hend, it may
be possible that the a priori probabllities p i(n) s Of n warheads at
target 1 can be estimated with a fair degree of accuracy. If so then
the probability of Ikill at the i-th target is
®
P(r,) = Z Pln,k, )p,{n) {1c.1)
= n=0
where P(n,ki') is computed from one of the preceding sections. This

will zive ar average value to the enemy of target i to be
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Vi(ki) = V,P(k, ) (10.2)

As an example p,{n) might be considersd to be Poisson probebility
i

function. Thet is

“d: n
e T A
Pi(n> =T .

where %.1 is the sverage valiue of the random variable of the
number of missiles sent to target 1. This assumption is actually
qulte a ressonsble assumption since the number of missiles is an
integer end is randomly distxibuted in space.

Using the simple model &Fiven by {7.1) where

k,n
Plngsky) = 1 - {S g {(1-{1-p) i);] :

we have
@ k Tin, le
P(e,)=1- % fesaq f1-{1- >|i "‘}
i n=0 _i .J L no' -
Then
..). n
b [ N ¥ S -
Vi) = v, vy nfc g {(1-{1-2n) 3

fOI‘ i=lg 23 nnogn we have

£ Voup!

g}
[]

g
Lty
e

2
T
]
7o
]

i

P
[ %Y

S f

i3

*

i Y

d

|
<2
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or solving for x

g we find we want the emsllest integer value of k

1
such that

.!-..
L+ Toggudetl M
7
2 log {1 - — / log (1 - p,) (10.3)

L s q

This will be defined only if

ky

or if

1
3._
14+ loge[(vi - vc+l) / V.:} {10.1)

It is interesting to compare rthis with {7.4) and (7.5), the enalogous
. case without uncertainty, as shcwn in Graph 6. For the saie target:
valuc 2nd the same average aumber of attacking warheads there is
admlzsible
a3 greefisr range Dfl,\ra_..ges Por s _l in the uncertainty case than thers

iz for the dsterminisiic case.

Graphs similar to Graphs 1, 2, 2 and : can be constructed with corver-

e

. 3 .
sion factors as indicated by Table I. where V! 3 = [(Vi Vc+l’ j for

e A e s "7 ;k ,
the defterministic case a.nd.A ;= é’ V. - V¥ +1J V for the
LS

<

uncertainty mcdal.



Table I. Convarsion Factors Between
Deterministic end Uncertainty Mcdels for Graphs 1, 2, 3; b

Grzph Mhamber Determlnistic A 5 j Uncertainty A 5
1 o1 Jho
2 .2 L5
3 4 55
h .8 .82

1l. Conclusions

In this paper the effectiveness requirements of an interceptor
systemn fcr point targets were presented. It ﬁras interesting to nocte
that the reliabllity of detection and identiiicaticn were very

important, especialiy for relatively valuable targets.
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