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Internetengineeringand managementdependon an understandingof the characteristicsof network traffic.
Statisticalmodelsareneededthatcangeneratetraffic thatmimicscloselytheobservedbehavior on live Internet
wires. Modelscanbeusedon their own for sometasksandcombinedwith network simulatorsfor others.But
thechallengeof modeldevelopmentis immense.Internettraffic dataareferocious.Their statisticalproperties
arecomplex, databasesarevery large, Internetnetwork topology is vast, and the engineeringmechanismis
intricateandintroducesfeedbackinto thetraffic. Packet headercollectionandorganizationof theheadersinto
connectionflowsyieldsdatarich in informationabouttraffic characteristicsandservesasanexcellentframework
for modeling.Many existingstatisticaltoolsandmodels— especiallythosefor timeseries,pointprocesses,and
markedpointprocess— canbeusedto describeandmodelthestatisticalcharacteristics,takinginto accountthe
structureof theInternet,but new toolsandmodelsareneeded.

1. The Inter net

Internettraffic dataare exciting becausethey measurean intricate, fast-growing network connectingup the
world, transformingculture,politics, andbusiness.And a deepunderstandingof Internettraffic cancontribute
substantiallyto network performancemonitoring,equipmentplanning,quality of service,security, andtheen-
gineeringof Internetcommunicationstechnology. Two ingredientsarerequiredfor this understanding:frame-
worksfor traffic measurementthatproducedatabearingontheInternetissues,andstatisticalmodelsfor thedata.
Measurementhasreceivedexpert,effective attention.A goodstarthasbeenmadein modelingbut muchmore
canbedone.This first sectioncontainsa descriptionof someof thefundamentalsof Internetcommunication,
servingasabasisfor thediscussionsof measurementandmodelingin latersections.

Packetsand TCP/IP

EachInternetcommunicationconsistsof a transferof informationfrom onecomputerto another;examplesare
thedownloadingof a Webpageandthesendingof anemailmessage.Whena file is transferred,it is not sent
acrosstheInternetasacontinuousblockof bits. Ratherthefile is brokenup into piecescalledpackets, andeach
packet is sentindividually. Many differentprotocolscollectively carryout thetransfer. A protocolis simply a
setof rulesfor communicationbetweencomputers.Thetwo coreprotocolsareTCP, theTransmissionControl
ProtocolandIP, theInternetProtocol.

TCPrunsonbothcomputers.It breaksupafile to betransferredinto packets,sendsthemoutfrom thesource
headedfor the destination,receives themat the destination,andreassemblestheminto their properorder. A
typical packet sizeis 1460bytes. So if theabstractof this paperweresentby email asa text file, about1000
bytes,it would fit into a singlepacket. If thewholepaperweresentasa postscriptfile, about250kilobytes,it
would take 170packets.

TCPdoesthetransferby establishinga connectionbetweenthecomputers.Theconnectionis notaphysical
path;rather, it is simplyTCPsoftwareexecutingonthecomputersin acoordinatedfashion,with eachawarethat
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it is workingwith theother. Theconnectioncontinuesuntil bothsidesagreethatit is over, or until onesidefails
to hearfrom theotherfor aspecifiedamountof time. Packetsgobackandforth betweenthetwo computers.For
apacket, thesourcecomputeris theonethatsendsit out, thedestinationcomputeris theonethatreceivesit.

IP is in chargeof routingTCP’spacketsacrosstheInternet.EachcomputerhasanIP address,aunique32bit
number. Often,thenumberis displayedby dividing thesequenceof bits into four 8-bit fields,writing eachfield
asadecimalnumberbetween0 and255,andthendisplayingthefour numbersseparatedby dots.Oneexample
is 135.104.13.160.Thenumberof possibleIP addressesis ����� which is about4 billion, but just to show how
fasttheInternetis growing, planshave beenmadeto switchto 128bit addresses.

An IP headeris addedto eachpacket. Theheaderincludes,amongotherthings,thesourceIP address,the
destinationIP address,andthe packet size. Routers areInternetdevicesthat get the packet to its destination.
Thepacket movesfrom onerouterto thenext, eachreadingthedestinationaddressin theheader, andlooking
in a tableto find the router to which it shouldforward the packet. The source,the seriesof routers,andthe
destinationform a pathacrosstheInternet.Thepacketsof a singlefile transferdo not have to follow thesame
path; for example,if a pathin useat thebeginning of the transferbecomesunavailable,tablesareupdatedby
communicationamongtherouters,andanew pathis used.

A TCPheaderis alsoaddedto eachpacket. Theheadercontainsinformationto control theconnectionand
to reassemblepackets. TCP alsocreatespacketsthat containonly headersbut no file information. Control is
their only purposeandthey aregeneratedby both computers.For example,a connectionis initiated by one
computertransmittingasynchronization, or SYN, packet to theother. Thecontrolinformationin headersplaysa
role in aTCPfeedbackmechanismthatis fundamentalto theoperationof theInternetandhasamajoreffecton
traffic. At theonsetof a connection,TCPsendspacketsat a conservative rateandthenprogressively increases
the rate. If a routerreceivespackets fasterthanit canforward them,it placesthe overflow in a buffer; if the
buffer overflows,packetsaredropped.If packetsaredropped,TCPdecreasesthetransmissionrate,retransmits
thedroppedpackets,andthenprogressively increasestherateagain.

EachTCPconnectionis setup at therequestof anInternetapplication.For example,theapplicationHTTP
(Hypertext TransferProtocol)transfersa World Wide Webpagefrom a servercomputerto a client computer.
SMTP(SimpleMail TransferProtocol)sendsemail. Telnetenablesloggingon to remotecomputers,transfer-
ring input on theclient to the remotecomputer, andtransferringresponsesback. FTP(File TransferProtocol)
transfersfilesbetweenlocalandremotecomputers.A singleinvocationof anapplicationcanresultin many TCP
connections.For example,aWebpagerequestusingthemostcommonversionof HTTP resultsin aconnection
to transferthelinkedfile, andaconnectionfor thetransferof eachembeddedimagefile in thelinkedfile.

Network Topologyand End-to-End Connections

The Internetis a network of networks. Hereis a simplified but usefulview of it. Thereareend-points,end-
networks, and a core. The end-networks are the networks of companies,universities,and other organiza-
tions. The end-pointsare individual homeusers,typically with a singleconnectedcomputer, althoughlittle
end-networks are forming in homestoo. The core is a collectionof ISPs,InternetServiceProviderssuchas
AOL-Time-Warner, AT&T, BBN, andMCI. Eachend-pointor end-network connectsto an ISP, andthe ISPs
have interconnectionpoints.

Supposea homeuserdownloadsa Webpagefrom a largeuniversitycomputer. An end-to-endconnectionis
establishedbetweenclient andserver. Thefirst packet, theSYN, startsout at theclient,andgoesover awire to
theISP. Todaythiswire mightbeaphoneline or a televisioncableandcanrangefrom about28.8kilobits/secto
2 megabits/sec.Thesetransmissionratesreferto thespeedat which thetwo devicesat thetwo endsof thewire
cansendandreceive bits; oncethebits geton thewire they travel at thespeedof light. Thenthepacket moves
throughtheISP’s network, perhapstransfersto anotherISP, but eventuallyhits theISPproviding serviceto the
university. TodayISPbackbonewires,which arefiber, have transmissionratesof up to 10 gigabits/sec.Then
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thepacket enterstheuniversitynetwork andtravels throughtheuniversity’s wiresandnetwork devicesuntil it
is routedto theuniversity computerwith theWebpage.Transmissionspeedson theuniversity network might
vary over the different links from 10 megabits/secto 1 gigabit/sec.The travel time of the packet dependson
thedistanceof theuniversityfrom thehome,thespeedof thelinks on thepath,andthecongestionencountered
alongtheway, but tensof millisecondsto the low hundredswould becommon.Whentheserver receivesthe
SYN, it sendsacontrolpacket backto theclient,acknowledgingtheSYN; theclient thensendsacontrolpacket
backto theserver, acknowledgingtheacknowledgement,andtherealjob begins,transferringinformation.

2. Flow Measurement

Oneeffective framework for traffic measurementis TCP/IPpacket headercollection,andorganizationof the
headersinto TCP connectionflows. The framework hasbeenin placethroughoutmuchof the shorthistory
of the Internet,andimportantfundamentalwork hasarisenfrom it (Caceres,Danzig,Jamin,andMitzel 1991;
Mogul 1992;Claffy, Braun,andPolyzos1995;Paxson1997a). This sectiondiscussesthe framework andits
uses.

ConnectionFlows

Considerawire carryingInternettraffic. An exampleis thewire thatconnectsaBell LabsResearchnetwork of
about3000machinesto therestof theInternet.We collectheaderson this wire which we will nameMHWire1
sinceit is locatedin MurrayHill, N.J.MHWire1hastwo directions:packetscominginto theBell Labsnetwork
from computersoutside,andpacketstraveling outsidefrom computersinside.Packetspassby oneby one,and
packets from differentTCP connectionsaresuperposedin the sensethat at any one time therecanbe many
TCPconnectionsin progress,sowe might seeapacket from oneconnection,andthenapacket from adifferent
connection,andthena packet from the first. We readandcopy the TCP/IPheadersof eachpacket andadd
a timestamp,the arrival time of the packet. Then an algorithm is usedto disentanglethe packets and form
individual TCPconnectionflows. Theheadersfor eachconnectionflow arestoredtogetherin thedatabasein
orderof thetimeof arrival.

End-to-End Characteristics

TCPconnectionflowsprovide a largeamountof information.Eachflow is anend-to-endconnectiontraversing
the Internet. For MHWire1, oneendis a computerinsideBell Labsandtheotheris a computeroutside.The
TCP/IPheaderscontainthe IP addressesof the two computers,so we know their locationin the vastInternet
topology. Thusflows canbeusedto studynetwork-widecharacteristics.Hereis oneexampleinvolving HTTP.
Thereare no incoming Web pagerequestson MHWire1, just outgoing; traffic to and from Bell Labs Web
serverspassesover otherBell Labswires. On thecollectionwire, theclient computersfor HTTP, theonesthat
requestpages,are inside,andthe server computers,the onesthat supplypages,areoutside. For eachHTTP
flow we cancomputeits duration,the time of the last packet minusthe time of the first packet, andwe can
computethesizeof the transferredfile. Thenwe candivide sizeby time to get throughputin bytes/sec.This
throughputvariableis onemeasureof the quality of the Web transfersthat arerequestedby usersin the Bell
Labsnetwork. Biggeris better. Wecanstudythisqualitymetricand,usingthedestinationIP address,determine
how it variestopologicallyacrosstheInternet,or addingthetimestampinformation,how it varieswith time of
dayandtopology. Of course,wecando thesamefor otherapplicationsaswell.

AggregateTraffic on the Wir e

A TCPconnectionflow databasealsoprovidesinformationaboutthe traffic on thewire. TheTCP/IPheaders
have thesizeof eachpacket in bytes,so togetherwith thetimestamps,we have theaggregatedpacket process:
the arrival timesandsizesof all packets. Studyingaggregatesis importantbecausethe devicesat eachend
of a wire musthandlepackets, in time order, andtheperformanceof thedevicesdependson thepacket inter-
arrival timesandthe packet sizes. Forming the aggregateof all packets from the flows takes us back to the
packet informationin its original state:packetsin time order. But storageby connectionflow is still important
becausewe often studysub-aggregatetraffic: time-orderedpackets from a subsetof the flows. For example,
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eachflow resultsfrom anapplicationsuchasHTTP, FTP, SMTP, or Telnetrequestingaconnectionandtransfer
of information;it is importantto studyaggregatetraffic by applicationbecausethepacketprocessesfor different
applicationsaredifferent.Wecanalsostudyderivedprocessesformedfrom any sub-aggregate.A commonone
is bytecounts;time is dividedup into intervalsof equallength,andthenumberof bytesof packetsarriving in
eachinterval is computed.

3. Modeling

Internettraffic dataare ferocious. Their statisticalpropertiesarecomplex anddatabasesarevery large. The
protocolsare complex and introducefeedbackinto the traffic system. Added to this is the vastnessof the
Internetnetwork topology. This challengesanalysisandmodeling.Most Internettraffic datacanbethoughtof
astime data:a point process,a markedpoint process,or a time series.Thestarttimesof TCPconnectionflows
for HTTP on anInternetwire areapoint process.If we addto eachof thesestarttimesthefile sizedownloaded
from theserver to theclient, theresultis a markedpoint process.Byte countsof aggregatetraffic summedover
equallyspacedintervalsarea timeseries.

ModelingInternettraffic datawill requirenew approaches,new tools,andnew modelsfor time data.In this
sectionwe look backat thecurrentbodyof literatureon Internettraffic studiesto formulateissuesfor this new
work. Othersuchdiscussionsmaybefoundin two interestingpapersof Willinger andPaxson(1997)andFloyd
andPaxson(1999).

HTTP Start Times

Wewill begin with anexampleof traffic data,andtheiranalysis,to serveasabackdropfor thediscussion(Cleve-
land,Lin, andSun2000a).ThedataareHTTP starttimeson MHWire1, theBell Labswire describedin Sec-
tion 2. Whenauserclicksonalink, thelinkedfile is downloadedfrom theserveroutsideto theclient inside;the
client’sHTTPseesthenamesof embeddedimagefilesandrequeststhey bedownloaded.For themostprevalent
versionof HTTP, eachfile is transferredby its own TCP connection.So a singleclick canopenmany TCP
connectionflows. TheSYN packet sentfrom theclient thatbeginstheconnectiontravelsthroughtheBell Labs
network andarriveson MHWire1. As partof theoverall headercollectionwe readandcopy theSYN’sTCP/IP
headers,andrecordthe arrival time. The measuredHTTP start time, the arrival time of this SYN packet on
MHWire1, is abit laterthantheactualstarttimeontheclient,becauseit takestime for thepacket to travel from
the client to the wire; but thereis typically only a small delay insidethe Bell Labsnetwork comparedto the
travel time outside.Thedatausedin thestudyaremeasuredstarttimesfor 1070415-minuteblocksduringthe
period11/18/98to 7/10/99;altogetherthereare23,008,664measuredstarts.

Thebottompanelof Figure1,aninter-arrival plot (Cleveland,Lin, andSun2000a),displaysthe2515HTTP
starttimesfor oneblock, 7:45a.m. to 8:00a.m. on 12/11/98.Let �	� for 
 = 1 to 2515bethestarttimes,and
let ����
��	�������	��� for 
 = 2 to 2515betheinter-arrival times.On theplot, ����
������ � � �!��" is graphedagainst���
where����� � is thelog base2. Thelog on theverticalscaleis vital becauseinter-arrivalscanvary over16powers
of 2, a factorof about64000,andsmall intervals areasimportantaslarge ones;so thevertical scaleprovides
the requisiteresolutionto seethis variation. Thehorizontalscale,however, conveys arrivals andinter-arrivals
on theoriginal scale.Theconnectionrateover this block is 2.8connectionspersecond(c/s). Thetop panelof
Figure1 is an inter-arrival plot for theblock 12:15p.m. to 12:30p.m. on thesameday; theconnectionrateis
20.1c/s.

Bothpanelsshow discretenesson theverticalscale,inter-arrivalspiling upata few values.This is anetwork
effect, a small delay; eachaccumulationpoint is a time equalto the time it takes to processa packet in the
network. For example,supposetwo SYN packetsarebackto back,whichhappensa small fractionof thetime.
Theinter-arrival time is thetime it takesto readthefirst packet,which is thepacket sizetimesthewire speed;at
thetimeof collectionthespeedwas10megabits/sec.

TheHTTPstarttimesareasuperpositionpointprocess.EachusergeneratesanHTTPstarttimepointprocess
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Figure1: HTTPstarttimesaredisplayed.Log base2 inter-arrival timeis graphedagainststarttimefor two 15minuteblocksof HTTP
starttimes.Theconnectionratein thetop panelis greaterthanin thebottombecausethereis moreWebusage.Thehigherratereduces
theamountof autocorrelationof thelog inter-arrival timesequenceandmakestheWeibull marginaldistributionof theinter-arrival times
closerto anexponential.

on thewire, andtheaggregatestarttime processis thesuperpositionof theuserpoint processes.In Figure1,
theconnectionrateis greaterin thetoppanelthanin thebottombecausetherearemoreusersbrowsingtheWeb
from 12:15p.m. to 12:30p.m. thanfrom 7:45 a.m. to 8:00 a.m. In otherwords,the numberof superposed
processesin thelaterperiodis greater. Thedifferentamountsof superpositiondramaticallyaffect thestatistical
propertiesof theinter-arrival times.In thebottompanel,thedataform distinct,narrow verticalbandsfor which
the �%� rangefrom about �'&(����� � secto about �'�(����� � sec. The bandsare burstsof connectionscausedby
singleclicks of individual users.The numberof connectionsin suchburstscanbe large becausethe number
of embeddedfiles hasa distribution with a long uppertail (Feldmann1998; Barford andCrovella 1998). In
the top panel,the bursty behavior hasdisappeared.Becausethe connectionrateis muchhigher, the SYNsof
moreusersintermingle,andthe behavior of individual usersis broken up. For both panels,the �%� sequence
exhibits long-range persistence: a slowly decayingpositive autocorrelationfunction. But for thetop panel,the
autocorrelationis muchlessthanthatfor thebottompanel.For bothpanels,themarginal empiricaldistribution
of the �!� is well approximatedby a Weibull (exceptfor thediscreteness),with a shapeparameter) lessthan1,
theshapefor anexponential.But for thetoppanel,thevalueof ) is muchgreaterthanthatfor thebottompanel.

Theanalysisof theHTTP starttimesproducedthefollowing conclusions(Cleveland,Lin, andSun2000a).
The marginal distribution of the �!� is approximatelyWeibull with ) lessthan 1, and as the connectionrate
increases,) tendstoward 1. The changein the distribution over the 10704blocksis large; the estimateof )
rangesfrom about0.4 to 0.9. Theautocorrelationof the ��� is describedby anexceedinglysimplemodelwith
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two parameters:white noiseplusa long-rangepersistenttime series.The two parametersarethevariancesof
thetwo series.As theconnectionrateincreases,thevarianceof thepersistentseriestendstowardzero,andthe
�%� tendtoward independence.Thechangein theautocorrelationfunctionover theblocksis large; thefraction
of thevarianceof ��� accountedfor by thepersistentseriesrangesfrom about0.5to 0.1.

Superposition

TheaggregateHTTP starttimeson MHWire1 area superpositionof traffic sources.This is true in generalfor
traffic variableson live Internetwires. For example,aggregatepacket processesandaggregatebytecountsare
a superpositionof traffic sources.It is vital to exploit superpositionto uncover the characteristicsof Internet
traffic. In sodoing,weexploit thefundamentalstructureof thetraffic. Wecanoperatemathematically, usingthe
theoryof superpositionof pointprocesses,markedpointprocesses,andtimeseries.Wecanoperateempirically,
studyingthedataandhow it changesasthenumberof sourceschanges.

The notion of how we definea sourcefor analysispurposesneedsmore thoughtand trial with data. For
example,for theBell Labsnetwork, wecantakesourcesto beusers.However, thenetwork is actuallyanetwork
of sub-networks. Sowe couldtake eachsourceto bethetraffic of onesub-network.

But thereis anothermethodof approachingsuperpositionthat avoids explicit identificationof sources.It
is ratesuperposition: traffic ratesareusedasa measureof thenumberof traffic sources(Cleveland,Lin, and
Sun2000a;Cao,Cleveland,andSun2000). We will illustratewith theBell LabsHTTP starttimeswhererate
superpositionplayeda critical role. A low baserate, *	+ , wasselected,closeto the minimum observed block
rate.Let 
 beapositive integer. Thestarttimesfor ablockwith rate 
,*	+ weretakento bethesuperpositionof 

independentstart-timepointprocesses,eachwith thestatisticalpropertiesof aprocesswith rate *	+ . Theoretical
resultswerederivedbasedonthesuperpositiontheoryof pointprocesses.Thetheoreticalresultswerecompared
with theempiricalresultsfrom theanalysisof 10704blocksof starttimes,andagreementwasexcellent. Our
conclusionsaboutHTTP starttimesresultedfrom thiscombinationof theoryandempiricism.

Long-RangePersistenceand Long Upper Tails

Long-rangepersistenceis pervasive in Internettraffic data.But thepervasivenesshadto bediscovered(Leland,
Taqqu,Willinger, and Wilson 1994; Paxsonand Floyd 1995; Willinger, Taqqu,Leland, and Wilson 1995).
Traffic modelsfor voicetraffic, developedover theyearsto serve thetelephonenetwork, did notapplyasmight
havebeenhopedbecausevoicetraffic doesnotgive riseto thesametraffic characteristicsasInternetdatatraffic,
which is burstier.

Thelogsof theinter-arrival timesfor theBell LabsHTTPstarttimesarelong-rangepersistent.This is caused
by theburstsof connectionsfrom singleclicks. Thevaluesof thelog inter-arrival timesfor asingleclick tendto
berelatedsincethey tendto betransfersfrom thesameor relatedservers;for aclose,lightly loadedserver they
all tendto besmall,but for adistant,heavily loadedserver they all tendto belarger.

HTTP byte countsover equal-lengthintervals on an Internetwire arelong-rangepersistent.The reasonis
a combinationof superpositionanddistributionswith very long tails (Crovella andBestavros1996;Willinger,
Taqqu,Sherman,andWilson 1997).Thecountsfor eachinterval resultfrom thesuperpositionof TCPconnec-
tion flows, eachtransferringa file. The byte countin an interval is the sumof byte countsin the interval for
a numberof ongoingconnections.Thedistribution of Webfile sizeshasanextremelylong uppertail; in fact,
the densityfalls off for large - like - �/. where 02143516� , which meansthe sizedistribution hasan infinite
variance (Crovella andBestavros1996).Sointerspersedamongthecommon-sizedfiles will beimmensefiles;
their transfersraisethebytecountlevel overavery longperiod,creatingpositive autocorrelationextendingover
a long rangeof lags.

The discovery of long-rangepersistencewasan importantbuilding block of basicsciencefor the analysis
of network traffic, not just becauseit served to establisha fundamentalcharacteristicof Internetdata,but also
becauseit servednoticethatthecommonpracticeof simplyassumingamodelfor network traffic wasdefective
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andthat looking at datawasimportant. It wasalsoan importantdiscovery for theengineeringof the Internet;
theburstinesshasrequiredcommunicationalgorithmsin somecasesdifferentfrom thosethatwould beneeded
for muchlessburstydata (Erramilli, Narayan,andWillinger 1996)althoughnot in all cases(Ryu andElwalid
1996).

After thediscovery of long-rangepersistence,Internettraffic werestudiedthroughthevehicleof self-similar
processes,invoking thecreative work of Mandelbrot(1968). Considera stationarytime series7�8 for integer � .
Formanew time series,

7:9<;>=? 
(@ �BA ;C
�%DE� 7 ? ;GF �

for integer H andpositive integer @ . Then 7�8 is self similar with parameterI if for all @ the finite sample
distributionsof the 7 9<;>=? arethesameasthoseof 7�8 . Self-similarprocesseswith JLKNM�14IO1P0 arepersistent
processes,andtheautocorrelationat lag 
 decayslike 
L� 9 AQ��� = . But self-similarity in thestrict senseis exceed-
ingly restrictive and Internetdataarenot self-similar (Feldman,Gilbert, andWillinger 1998; Ribeiro, Riedi,
Crouse,andBaraniuk1999;Floyd andPaxson1999).At very small time scales,hundredsof millisecondsand
less,thebehavior of Internetprotocolscanbedominant,andat timescalesof tensof minutesandmore,diurnal
variationcanbe dominant. In betweenarethe time scalesof thepersistentprocesses.Thus,therearevarious
components,andsomearepersistent.Multifractal waveletmethodshavebecomeawidely-usedtool to studythe
components(RiediandVehel1997;Feldman,Gilbert,andWillinger 1998;Ribeiro,Riedi,Crouse,andBaraniuk
1999).Anotherapproachis to build timedomainmodelsandincludecomponentsthatarelong-rangepersistent,
asis donein otherdisciplines(Hosking1981;HaslettandRaftery1989). This latterapproachwasusedin the
analysisof theBell Labsstarttimes.

Nonstationarity

HTTP start times, as the Bell Labs datademonstrated,arenonstationary. Nonstationarityis as pervasive in
Internettraffic dataaslong-rangepersistence(Cleveland,Lin, andSun2000a;Cao,Cleveland,andSun2000).
However, nonstationarityhasreceivedmuchlessattention.Thecauseof thenonstationarityin generalis sameas
thecauseof thenonstationarityfor theparticularcaseof HTTPstarttimes— achangingnumberof superposed
traffic sources.As thenumberchanges,thestatisticalpropertieschange.Aggregatebytecountson a wire are
sumsof bytecountsof the individual sources,andthefinite sampledistributionsof sumsof randomvariables
canchangewith the numberof termsin the sums.AggregateHTTP starttimeson a wire area superposition
of theindividual traffic sources,andthefinite sampledistributionsof theinter-arrival timesof superposedpoint
processescanchangewith thenumberof superposedprocesses.

Accounting for Structur eand Linking Up with Network Simulators

Willinger andPaxson(1997)argueeffectively againstblackboxmodelingthatignoresInternetstructure.At its
mostelemental,Internettraffic onawire consistsof packetsarriving throughtime,amarkedpointprocess.The
point processis thepacket arrival times,andthemarkat eachpoint is multivariate:all of theinformationin the
TCP/IPheaders.And sinceeachpacket traversestheInternetend-to-end,wemustaddthevastInternettopology
to thestructure.But just how muchof thestructurewe wantto invoke in a statisticalmodelwill dependon the
goalandon thepracticality.

Onething doeshowever seemclear. If we want to studyan aspectof thenetwork that requiresa modelto
accountfor TCPfeedbackatanindividual connectionlevel, thenstatisticalmodelsaloneareunlikely to beable
to accountfor packetsproperly. But linking upstatisticalmodelswith network simulatorscouldproduceahighly
effective hybrid (Joo,Ribeiro,Feldman,Gilbert, andWillinger 1999).Network simulatorssuchNS (McCanne
andFloyd 1998)area majorachievementof Internetanalysis.To run thesimulator, a network with routersand
routing algorithmsis specified.TCP is simulatedover this network andpacketsareproduced.Therearetwo
placeswherestatisticscanhelp.Oneis statisticalmodelsof sourcetraffic, whichserveasinputto thesimulation.
Theotheris statisticalmodelsfor traffic aspectssuchaspacket inter-arrival timesandbytecounts,built to reflect
thecharacteristicsof dataon live Internetwires;themodelscanbeusedto validatethesimulatoroutput.
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4. Very Lar geData Bases

PackR et headercollectioncanresultin a very largedatabasebecausepacketscomeacrossInternetwirescontin-
uouslyat high speed.Even if the total throughputon a wire is small, thedatagrow andgrow, so thedatabase
eventuallygetslarge if collectioncontinues.MHWire1 hasjust a trickle comparedwith high throughputwires
of InternetISPs.But afteroneyearof collection,ourdatabasesof 328million TCPconnectionflowswith 6866
million TCP/IPpacket headerstook up about350gigabytes.An Internetwire with 100timesthethroughputof
MHWire1would reachthesamesizein about3.6days.

S-Net: A Low-Cost,Distrib uted Data Analysis Computing Envir onment

Thesuccessof analyzingInternettraffic datadependsheavily onanability to analyzethetraffic databasein great
detail.Weneedto exploretheraw datain its full complexity; relyingonly onsummariesis inadequate.Weneed
to studypacket-level processestakingmany variablesinto account;studyingonly bytecountsin equallyspaced
intervalsis inadequate.Successin detailed,intensive analysisdependson theanalyst’s computingenvironment.

To cope with the very large databasecreatedby the Bell Labs traffic measurements,we developedS-
Net (Cleveland,Lin, andSun2000b),a traffic collectionandanalysissystemthat begins with packet header
collectionon network wires,andendswith dataanalysison a clusterof linux PCsrunningS, a languageand
systemfor organizing,visualizing,andanalyzingdata(Chambers1998). Packet captureemploys a PC with
Berkeley Unix, analteredUnix kernelto enhanceperformance,theprogramtcpdump (Jacobson,Leres,and
McCanne1998),time-stampingbasedon GPS(Global PositioningSystem)clock discipline,andattentionto
packet drops. The compressedheaderfiles are moved to the clusterof linux PCs,which are linked by fast
switches.EachPChas1, 2 or 4 processors,300to 2000megabytesof memory, andthey all have largeamounts
of disk space.An algorithmthenorganizestheheaderinformationby TCPconnectionflow, andtheflows are
processedto createflow objectsin S.Analysisis carriedout in S.

FlowsandSflow objectsarecomputedin parallelonall of thePCprocessorsandarestoredonthedisksof all
machines.S is run on high-endPCswith largeamountsof memory. Eachanalysthasa low-endPCthatstores
thatuser’s S directories.Theanalystlogsontoa high-endmachinefrom thehomemachineto run S,mounting
thehomeS directoriesaswell asthedirectoriesacrosstheclusterhousingtheS objects.In otherwords,each
dataanalysissessionis distributedacrossthecluster.

S-Nethasworkedquitewell. BecausethePCsandswitchescanbeinexpensive andlinux is free,thecluster
hasa low overall cost. Theclusterarchitecturescalesreadily; in our case,PCsanddiskshave beenaddedand
replacedincrementallyasour databasehasgrown. The S flow objectsvary accordingto the specificanalysis
tasks;eachis designedto enhancecomputationalperformanceandto make theS commandsthatcarryout the
analysisassimpleaspossible.S is well suitedto thetaskof analyzingInternettraffic data;its elegantdesign,
whichwon it theACM SoftwareSystemAwardfor 1999,allows very rapiddevelopmentof new tools.

But surelywe cando betterthanS-Net. We needa wholenew architecturefor softwarefor dataanalysisin
networkedenvironmentsthattakesinto account,from thegroundup, thedistributednatureof theenvironment.
Oneeffort is underway, theOmegaProject(www.omegahat.org), andif it succeeds,dataanalysisof all kinds,
includingInternettraffic modeling,will benefit.

Visualization Tools: MPMP Displays

As for mostdatabases,visualizationtoolsarevital for analyzinga very large database.Analytic visualization
toolssupportmodeldevelopment.Oneissueis screenrealestate.BecauseInternetdatabasesarelargeandthe
structureis complex, we mustacceptthenotionthatsingledisplaysneedto cover tensandperhapshundredsof
pageswith many panelson eachpage.Datavisualizationis often limited to a displayof a setof datathatcan
beplacedall at oncein our visualfield. Soit canbeshockingat first to contemplatelooking at somany pages.
But usingthestructureof trellis display, it is easyto generatemany pages(Becker, Cleveland,andShyu1996).
And usingadocumentviewer, it is possibleto learnagreatdealaboutInternettraffic datafrom thesemultipage,
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multipanel, or MPMP, displays.Figure1 is a trellis displaywith onepageandtwo panels;it shows theHTTP
starttimesfor 2 of 10704blocksof data.It wasimmenselyinformative for modelingthestarttimesto seesuch
displaysfor hundredsof blocks. And theonly practicalmediumto communicatetheseMPMP displaysis our
mediumof study, theInternet.

SynchronizedMeasurement

We canraisethe measurementbar even higherandcreateeven larger databases.Supposetraffic is measured
on two or morewires thathave sometraffic in common,andtime is measuredaccurately, perhapsby usinga
feedfrom GPS.Suchsynchronizedmeasurementscanreveal muchaboutthe movementof traffic acrossthe
Internet(Paxson1997b).But therehasbeenvery little synchronizedcollectionbecauseit greatlyincreasesthe
alreadysubstantialburdenof measurement,databasemanagement,anddataanalysis.

5. Conclusions

Packet headercollectionwith timestamps,andTCPconnectionflow formationprovide aneffective framework
for measuringtraffic. But the resultingdataareferocious.They arenon-stationary, long-rangepersistent,and
distributions canhave immenselylong uppertails. Therearemany headervariablessuchas the sourceand
destinationIP addresses,andtherearemany variablesthatcanbederivedfrom theheadervariablessuchasthe
throughput.Thestructureof thesevariablesis complex. Addedto this is thevastnessof Internettopology, and
theintricacy andfeedbackof Internetprotocols.

Challengesfor producingtoolsandmodelsfor meetingtheferocity abound.Hereis a shortlist: Statistical
toolsandmodelsfor point processes,markedpoint processes,andtime seriesthataccountfor nonstationarity,
persistence,anddistributionswith long uppertails. S Frameworksfor incorporatingthestructureof theInternet
into traffic modelsandanalyses.S Theoreticalandempiricalexploitationsof thesuperpositionof Internettraffic.
S Methodsfor measuringandcharacterizingvast,complex network topologies.S Integrationof statisticalmodels
with network simulators. S Synchronizednetwork measurement,andtoolsandmodelsfor comprehendingthe
results. S Methodsfor viewing MPMP datadisplays. S Low-cost,distributedcomputingenvironmentsfor the
analysisof very largedatabases.
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