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Internetengineeringand managementlependon an understandingf the characteristicof network traffic.
Statisticaimodelsareneededhatcangeneratdraffic thatmimicscloselythe obsered behaior onlive Internet
wires. Modelscanbe usedon their own for sometasksandcombinedwith network simulatorsfor others.But
the challengeof modeldevelopmentis immense.Internettraffic dataareferocious. Their statisticalproperties
are compl, databasesre very large, Internetnetwork topology is vast, and the engineeringmechanisnis
intricateandintroducedeedbacknto thetraffic. Packet headercollectionandorganizationof the headersnto
connectiorflowsyieldsdatarich in informationabouttraffic characteristicandsenesasanexcellentirameavork
for modeling.Mary existing statisticaltoolsandmodels— especialljthosefor time seriespointprocessesand
markedpointprocess— canbeusedto describeandmodelthe statisticalcharacteristicgakinginto accounthe
structureof the Internet,but new toolsandmodelsareneeded.

1. The Inter net

Internettraffic dataare exciting becausehey measurean intricate, fast-graving network connectingup the

world, transformingculture, politics, andbusiness.And a deepunderstandingf Internettraffic cancontritute

substantiallyto network performancenonitoring, equipmeniplanning,quality of service,security andthe en-

gineeringof Internetcommunicationgechnology Two ingredientsarerequiredfor this understandingframe-

worksfor traffic measuremernhatproducedatabearingonthelnternetissuesandstatisticamodelsfor thedata.

Measuremenhasreceved expert, effective attention.A goodstarthasbeenmadein modelingbut muchmore

canbedone. This first sectioncontainsa descriptionof someof the fundamental®f Internetcommunication,
servingasa basisfor the discussion®f measuremerdandmodelingin latersections.

Packetsand TCP/IP

Eachinternetcommunicatiorconsistof a transferof informationfrom onecomputerto anotherexamplesare
the downloadingof a Web pageandthe sendingof anemailmessageWhenafile is transferredit is not sent
acrosghelnternetasa continuousblock of bits. Ratherthefile is brokenup into piecescalledpadkets andeach
paclet is sentindividually. Many differentprotocolscollectively carry out thetransfer A protocolis simply a
setof rulesfor communicatiorbetweencomputers.Thetwo coreprotocolsare TCR the TransmissiorControl
ProtocolandIP, theInternetProtocol.

TCPrunsonbothcomputerslt breaksup afile to betransferrednto paclets,sendghemoutfrom thesource
headedor the destinationrecevesthemat the destination,andreassembletheminto their properorder A
typical paclet sizeis 1460bytes. Soif the abstraciof this paperwere sentby email asa text file, about1000
bytes,it would fit into a singlepaclet. If thewhole paperweresentasa postscripffile, about250kilobytes, it
wouldtake 170 paclets.

TCPdoesthetransferby establishinga connectiorbetweerthe computersThe connectioris nota physical
path;ratherit is simply TCPsoftwareexecutingonthe computersn a coordinatedashionwith eachawarethat



it is working with the other The connectiorcontinuesuntil bothsidesagreethatit is over, or until onesidefails
to hearfrom theotherfor a specifiedamountof time. Paclketsgo backandforth betweerthetwo computersFor
apaclet, the source computeris the onethatsendst out, the destinationcomputeris theonethatrecevesit.

IPisin chageof routing TCP’s pacletsacrosghelnternet.Eachcomputehasan|P addressaunique32 bit
number Often,the numberis displayedby dividing the sequencef bitsinto four 8-bit fields,writing eachfield
asadecimalnumberbetweerD and255,andthendisplayingthe four numbersseparatedby dots. Oneexample
is 135.104.13.160The numberof possiblelP addressess 232 which is about4 billion, but justto shav how
fastthe Internetis growing, planshave beenmadeto switchto 128bit addresses.

An IP headelis addedto eachpaclet. The headeiincludes,amongotherthings,the sourcelP addressthe
destinationlP addressandthe paclet size. Routes are Internetdevicesthat get the paclet to its destination.
The paclet movesfrom onerouterto the next, eachreadingthe destinationaddressn the headerandlooking
in a tableto find the routerto which it shouldforward the paclet. The source,the seriesof routers,andthe
destinatiorform a pathacrosshe Internet. The pacletsof a singlefile transferdo not have to follow the same
path;for example,if a pathin useat the beginning of the transferbecomeaunavailable, tablesare updatedby
communicatioramongtherouters,andanew pathis used.

A TCP headeris alsoaddedto eachpaclet. The headercontainsinformationto controlthe connectionand
to reassembl@aclets. TCP alsocreategpacletsthat containonly headersut no file information. Controlis
their only purposeandthey are generatedy both computers. For example,a connectionis initiated by one
computettransmittinga syndronization or SYN pacletto theother Thecontrolinformationin headerplaysa
rolein a TCPfeedbackmechanisnthatis fundamentato the operationof the Internetandhasa majoreffecton
traffic. At theonsetof a connection,TCP sendspacletsata conserative rateandthenprogressiely increases
therate. If arouterrecevespacletsfasterthanit canforward them,it placesthe overflov in a buffer; if the
buffer overflows, pacletsaredropped.If pacletsaredropped, TCP decreasethetransmissiomate,retransmits
thedroppedpaclets,andthenprogressiely increasesherateagain.

EachTCP connectioris setup at therequesbf anlnternetapplication.For example,the applicationHTTP
(Hypertet TransferProtocol)transfersa World Wide Web pagefrom a servercomputerto a client computer
SMTP (SimpleMail TransferProtocol)sendsemail. Telnetenabledogging on to remotecomputersiransfer
ring input on the client to the remotecomputer andtransferringresponsedack. FTP (File TransferProtocol)
transferdiles betweerlocalandremotecomputersA singleinvocationof anapplicationcanresultin mary TCP
connectionsFor example,a Webpagerequesusingthe mostcommonversionof HTTP resultsin aconnection
to transferthelinkedfile, anda connectiorfor thetransferof eachembeddedmagefile in thelinkedfile.

Network Topologyand End-to-End Connections

The Internetis a network of networks. Hereis a simplified but usefulview of it. Thereare end-pointsend-
networks, and a core. The end-netwrks are the networks of companies,universities, and other organiza-
tions. The end-pointsare individual homeusers,typically with a single connecteccomputer althoughlittle

end-netwrks areforming in homestoo. The coreis a collectionof ISPs, InternetServiceProviderssuchas
AOL-Time-Warner AT&T, BBN, andMCI. Eachend-pointor end-netwrk connectdo an ISP, andthe ISPs
have interconnectiorpoints.

Suppose homeuserdownloadsa Web pagefrom a large university computer An end-to-encconnections
establishedbetweerclientandsener. Thefirst paclet, the SYN, startsout attheclient,andgoesover awire to
thelSP. Todaythis wire might bea phoneline or atelevision cableandcanrangefrom about28.8kilobits/secto
2 megabits/secThesetransmissiomatesreferto the speedat which thetwo devicesat thetwo endsof thewire
cansendandreceve bits; oncethebits getonthewire they travel at the speedof light. Thenthe paclet moves
throughthe ISP’s network, perhapgransferdo anothedSP, but eventuallyhits the ISP providing serviceto the
university TodayISP backbonewires, which arefiber, have transmissiomratesof up to 10 gigabits/sec.Then



the paclet entersthe university network andtravels throughthe university’s wires andnetwork devicesuntil it
is routedto the university computerwith the Web page. Transmissiorspeed®on the university network might
vary over the differentlinks from 10 megabits/sedo 1 gigabit/sec.The travel time of the paclet dependsn
thedistanceof the university from the home,the speedf thelinks on the path,andthe congestiorencountered
alongthe way, but tensof millisecondsto the low hundredswvould be common. Whenthe sener recevesthe
SYN, it sendsacontrolpaclet backto theclient,acknavledgingthe SYN; theclientthensendsa controlpaclet
backto the sener, acknavledgingthe acknavledgementandtherealjob begins, transferringnformation.

2. Flow Measurement

Oneeffective framavork for traffic measuremernis TCP/IP paclet headercollection,and organizationof the
headerdnto TCP connectionflows The framevork hasbeenin placethroughoutmuch of the shorthistory
of the Internet,andimportantfundamentaivork hasarisenfrom it (Cacerespanzig,Jamin,andMitzel 1991;
Mogul 1992; Claffy, Braun,and Polyzos1995; Paxson1997a). This sectiondiscusseshe framevork andits
uses.

ConnectionFlows

Considerawire carryinglnternettraffic. An exampleis thewire thatconnectsa Bell LabsResearcmetwork of
about3000machinedgo therestof the Internet. We collectheadersn this wire which we will nameMHWirel
sinceit is locatedin Murray Hill, N.J.MHWire1 hastwo directions:pacletscominginto the Bell Labsnetwork
from computersoutside andpacletstraveling outsidefrom computersnside. Packetspassby oneby one,and
paclets from different TCP connectionsare superposedn the sensethat at ary onetime therecanbe mary

TCP connectionsn progresssowe might seea paclet from oneconnectionandthena paclet from a different
connection,andthen a paclet from the first. We readand copy the TCP/IP headersof eachpaclet and add
a timestamp,the arrival time of the paclet. Thenan algorithmis usedto disentanglehe paclets and form

individual TCP connectionflows. The headerdor eachconnectionflow arestoredtogetherin the databasén

orderof thetime of arrival.

End-to-End Characteristics

TCP connectiorflows provide alarge amountof information. Eachflow is anend-to-endconnectiortraversing
the Internet. For MHWirel, oneendis a computerinside Bell Labsandthe otheris a computeroutside. The
TCP/IPheaderontainthe IP addressesf the two computerssowe know their locationin the vastinternet
topology Thusflows canbe usedto studynetwork-wide characteristicsHereis oneexampleinvolving HTTPR.

Thereare no incoming Web pagerequestson MHWirel, just outgoing; traffic to and from Bell Labs Web
senerspassesver otherBell Labswires. Onthe collectionwire, the client computerdor HTTP, the onesthat
requestpages.areinside, andthe sener computersthe onesthat supply pages.are outside. For eachHTTP

flow we cancomputeits duration,the time of the last paclet minusthe time of the first paclet, andwe can
computethe size of the transferredile. Thenwe candivide sizeby time to getthroughputin bytes/sec.This

throughputvariableis one measureof the quality of the Web transfersthat are requestedy usersin the Bell

Labsnetwork. Biggeris better We canstudythis quality metricand,usingthedestinationP addressgetermine
how it variestopologicallyacrosghe Internet,or addingthe timestampnformation,how it varieswith time of

dayandtopology Of coursewe cando the samefor otherapplicationsaswell.

AggregateTraffic onthe Wire

A TCP connectiorflow databasealsoprovidesinformationaboutthe traffic on thewire. The TCP/IPheaders
have the size of eachpacletin bytes,sotogetherwith the timestampswe have the aggrgatedpaclet process:
the arrival times and sizesof all paclets. Studyingaggreatesis importantbecausdhe devicesat eachend
of awire musthandlepaclets,in time order andthe performanceof the devicesdepend®on the paclet inter
arrival times andthe paclet sizes. Forming the aggreate of all paclets from the flows takes us backto the
paclet informationin its original state:pacletsin time order But storageby connectiorflow is still important
becausave often study sub-aggrgatetraffic. time-orderedpacletsfrom a subsetof the flows. For example,



eachflow resultsfrom anapplicationsuchasHTTP, FTP, SMTP, or Telnetrequestinga connectiorandtransfer
of information;it is importantto studyaggregatetraffic by applicationbecause¢hepaclet processefor different
applicationsaredifferent. We canalsostudyderived processeformedfrom ary sub-aggrgate.A commonone
is byte counts;time is divided up into intenals of equallength,andthe numberof bytesof pacletsarriving in
eachintenal is computed.

3. Modeling

Internettraffic dataareferocious. Their statisticalpropertiesare complex and databaseare very large. The
protocolsare complex and introducefeedbackinto the traffic system. Addedto this is the vastnesf the
Internetnetwork topology This challengesnalysisandmodeling. Most Internettraffic datacanbe thoughtof

astime data:a point processa marked point processor atime series.The starttimesof TCP connectiorflows

for HTTP on aninternetwire area point processlf we addto eachof thesestarttimesthefile sizedowvnloaded
from the senerto the client, theresultis a marked point processByte countsof aggr@atetraffic summedover
equallyspacedntenalsareatime series.

Modeling Internettraffic datawill requirenew approachesew tools,andnev modelsfor time data.In this
sectionwe look backat the currentbody of literatureon Internettraffic studiesto formulateissuedor this new
work. Othersuchdiscussionsnaybefoundin two interestingpapersof Willinger andPaxson(1997)andFloyd
andPaxson(1999).

HTTP Start Times

Wewill beaginwith anexampleof traffic data,andtheiranalysisto sene asabackdropfor thediscussior{Cleve-
land, Lin, andSun2000a). The dataare HTTP starttimeson MHWirel, the Bell Labswire describedn Sec-
tion 2. Whenauserclicksonalink, thelinkedfile is downloadedrom thesener outsideto theclientinside;the
client's HTTP seegshe namesf embeddedmagefiles andrequestshey bedownloaded.For themostprevalent
versionof HTTR, eachfile is transferredoy its own TCP connection. So a single click canopenmary TCP
connectiorflows. The SYN paclet sentfrom the client thatbeginsthe connectiortravelsthroughthe Bell Labs
network andarriveson MHWirel. As partof the overall headercollectionwe readandcopy the SYN's TCP/IP
headersandrecordthe arrival time. The measuredHTTP starttime, the arrival time of this SYN paclet on
MHWirel,is abit laterthanthe actualstarttime ontheclient, becausét takestime for the pacletto travel from
the client to the wire; but thereis typically only a small delayinsidethe Bell Labs network comparedo the
travel time outside.The datausedin the studyaremeasuredtarttimesfor 1070415-minuteblocksduringthe
period11/18/98to 7/10/99;altogethethereare23,008,664neasuredtarts.

Thebottompanelof Figurel, aninter-arrival plot (Cleveland,Lin, andSun2000a) displaysthe2515HTTP
starttimesfor oneblock, 7:45a.m. to 8:00a.m. on 12/11/98.Let s;, for £ = 1 to 2515bethe starttimes,and
letty = sk — sg—1 for k = 2to 2515betheinterarrival times.Ontheplot, £, = log,(tx) is graphedagainstsy,
wherelog, is thelog base2. Thelog ontheverticalscaleis vital becausénter-arrivals canvary over 16 powvers
of 2, afactorof about64000,andsmallintenals areasimportantaslarge ones;sothe vertical scaleprovides
the requisiteresolutionto seethis variation. The horizontalscale ,however, corveys arrivals andinterarrivals
ontheoriginal scale.The connectiorrate over this block is 2.8 connectionper secondc/s). Thetop panelof
Figurel is aninterarrival plot for theblock 12:15p.m. to 12:30p.m. on the sameday; the connectiorrateis
20.1c/s.

Both panelsshav discretenesentheverticalscale,inter-arrivals piling up atafew values.Thisis a network
effect, a small delay; eachaccumulationpoint is a time equalto the time it takesto processa paclet in the
network. For example,supposdwo SYN pacletsarebackto back,which happens smallfractionof thetime.
Theinterarrival timeis thetimeit takesto readthefirst paclet, whichis the paclet sizetimesthewire speedat
thetime of collectionthe speedvas10 megabits/sec.

TheHTTP starttimesarea superpositiompoint processEachusergenerateanHT TP starttime pointprocess
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Figurel: HTTP starttimesaredisplayed Log base2 inter-arrival time is graphecagainsstarttime for two 15 minuteblocksof HTTP

starttimes. The connectiorratein thetop panelis greaterthanin the bottombecausé¢hereis moreWebusage The higherratereduces
theamountof autocorrelatiorof thelog inter-arrival time sequencandmalesthe Weibull mamginal distribution of theinter-arrival times

closerto anexponential.

on thewire, andthe aggregatestarttime processs the superpositiorof the userpoint processesin Figurel,
the connectiorrateis greatetin thetop panelthanin the bottombecaus¢herearemoreusersbronsingthe Web
from 12:15p.m. to 12:30p.m. thanfrom 7:45a.m. to 8:00 a.m. In otherwords, the numberof superposed
processef thelater periodis greater The differentamountsof superpositiordramaticallyaffect the statistical
propertiesof theinterarrival times. In the bottompanel,the dataform distinct,narrav verticalbandsfor which
the ¢, rangefrom about—8 logssecto about—2 logysec. The bandsare burstsof connectionscausedby
singleclicks of individual users. The numberof connectionsn suchburstscanbe large becausdhe number
of embeddediles hasa distribution with a long uppertail (Feldmann1998; Barford and Crovella 1998). In
the top panel,the bursty behaior hasdisappearedBecausehe connectiornrateis muchhigher the SYNs of
more usersintermingle,andthe behaior of individual usersis broken up. For both panels,the £;, sequence
exhibits long-range persistence aslowly decayingpositive autocorrelatiorfunction. But for the top panel,the
autocorrelations muchlessthanthatfor the bottompanel.For both panelsthe maiginal empiricaldistribution
of thet,, is well approximatedy a Weikull (exceptfor the discretenessywith a shapeparameten lessthanl,
theshapeor anexponential.But for thetop panelthevalueof A is muchgreaterthanthatfor the bottompanel.

Theanalysisof the HTTP starttimes producedhe following conclusiongCleveland,Lin, andSun2000a).
The maginal distribution of the ¢, is approximatelyWeikull with A lessthan 1, and asthe connectionrate
increases) tendstoward 1. The changein the distribution over the 10704blocksis large; the estimateof A
rangesfrom about0.4to 0.9. The autocorrelatiorof the £, is describedoy an exceedinglysimple modelwith



two parameterswhite noiseplus a long-rangepersistentime series. The two parametergarethe variancesof
thetwo series.As the connectiorrateincreasesthe varianceof the persistenseriestendstoward zero,andthe
;. tendtoward independenceThe changen the autocorrelatiorfunction over the blocksis large; the fraction
of thevarianceof £;, accountedor by the persistenseriesrangesrom about0.5t0 0.1.

Supermposition

TheaggregateHTTP starttimeson MHWirel area superpositiorof traffic sources.Thisis true in generalfor
traffic variableson live Internetwires. For example,aggrgatepaclet processesndaggrgatebyte countsare
a superpositiorof traffic sources.lt is vital to exploit superpositiorto uncover the characteristicof Internet
traffic. In sodoing,we exploit thefundamentastructureof thetraffic. We canoperatanathematicallyusingthe

theoryof superpositiorof point processesnarked point processesandtime series We canoperateempirically
studyingthe dataandhow it changessthe numberof sourceshanges.

The notion of how we definea sourcefor analysispurposeseedsmore thoughtandtrial with data. For
example for the Bell Labsnetwork, we cantake sourcedo beusers.However, thenetwork is actuallya network
of sub-netwrks. Sowe couldtake eachsourceto bethetraffic of onesub-netvork.

But thereis anothermethodof approachinguperpositiorthat avoids explicit identificationof sources. It
is rate superposition traffic ratesareusedasa measureof the numberof traffic sourceqCleveland,Lin, and
Sun2000a;Cao,Cleveland,and Sun2000). We will illustratewith the Bell LabsHTTP starttimeswhererate
superpositiorplayeda critical role. A low baserate,ry, wasselectedcloseto the minimum obsered block
rate.Let k beapositive integer Thestarttimesfor ablockwith ratekr, weretakento bethe superpositiorof &
independenstart-timepoint processesachwith the statisticalpropertiesof a processwith ratery. Theoretical
resultswerederivedbasednthesuperpositiortheoryof point processesThetheoreticaresultswerecompared
with the empiricalresultsfrom the analysisof 10704blocks of starttimes,andagreemenwasexcellent. Our
conclusionsaboutHTTP starttimesresultedfrom this combinationof theoryandempiricism.

Long-RangePersistenceand Long Upper Tails

Long-rangepersistencés penasie in Internettraffic data.But the penasivenesshadto bediscorered(Leland,
Taqqu, Willinger, and Wilson 1994; Paxsonand Floyd 1995; Willinger, Taqqu, Leland, and Wilson 1995).
Traffic modelsfor voicetraffic, developedover theyearsto sene thetelephonenetwork, did not applyasmight
have beenhopedbecauseoicetraffic doesnotgive riseto thesameraffic characteristicasinternetdatatraffic,
whichis burstier

Thelogsof theinterarrival timesfor theBell LabsHTTP starttimesarelong-rangepersistentThisis caused
by the burstsof connectiondgrom singleclicks. Thevaluesof thelog interarrival timesfor a singleclick tendto
berelatedsincethey tendto betransferdrom the sameor relatedseners;for aclose,lightly loadedsener they
all tendto besmall,but for adistant,heavily loadedsenerthey all tendto belarger

HTTP byte countsover equal-lengthintervals on an Internetwire arelong-rangepersistent.The reasonis
a combinationof superpositioranddistributionswith very long tails (Crovella and Bestaros 1996; Willinger,
Taqqu,ShermanandWilson 1997). The countsfor eachinterval resultfrom the superpositiorof TCP connec-
tion flows, eachtransferringa file. The byte countin anintenal is the sumof byte countsin the interval for
a numberof ongoingconnections.The distribution of Webfile sizeshasan extremelylong uppertail; in fact,
the densityfalls off for large z like z=# wherel < 8 < 2, which meansthe sizedistribution hasaninfinite
variance (CrovellaandBestaros 1996). Sointersperse@mongthe common-sizediles will beimmensdiles;
theirtransfergaisethebyte countlevel over averylong period,creatingpositve autocorrelatiorextendingover
alongrangeof lags.

The discovery of long-rangepersistencavas an importantbuilding block of basicsciencefor the analysis
of network traffic, not just becauset senedto establisha fundamentatharacteristiof Internetdata,but also
becausdt senednoticethatthecommonpracticeof simply assuminga modelfor network traffic wasdefectve
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andthatlooking at datawasimportant. It wasalsoanimportantdiscovery for the engineeringof the Internet;
the burstinesshasrequiredcommunicatioralgorithmsin somecasedlifferentfrom thosethatwould be needed
for muchlessbursty data (Erramilli, NarayanandWillinger 1996)althoughnotin all case§Ryu andElwalid
1996).

After thediscorery of long-rangepersistencdnternettraffic werestudiedthroughthe vehicleof self-similar
processesnvoking the creatve work of Mandelbrot(1968). Considera stationarytime seriesy; for integert.
Formanew time series,

m
y’l(}m) =m Z Yvm+k
k=1

for integer v and positive integer m. Theny;, is self similar with parameterH if for all m the finite sample

distributions of the y§m> arethe sameasthoseof y;. Self-similarprocessesvith 0.5 < H < 1 arepersistent
processesandthe autocorrelatioratlag k decaydike £2(#—1). But self-similarityin the strict sensds exceed-
ingly restrictive and Internetdataare not self-similar (Feldman,Gilbert, and Willinger 1998; Ribeiro, Riedi,
CrouseandBaraniuk1999;Floyd andPaxson1999). At very smalltime scaleshundredsof millisecondsand
less,thebehaior of Internetprotocolscanbe dominant,andattime scalesof tensof minutesandmore,diurnal
variationcanbe dominant. In betweenarethe time scalesof the persistenprocessesThus,therearevarious
componentsandsomearepersistentMultifractal waveletmethodshave becomeawidely-usedool to studythe
component$RiediandVehel1997;FeldmanGilbert,andWillinger 1998;Ribeiro,Riedi, CrouseandBaraniuk
1999). Anotherapproachs to build time domainmodelsandincludecomponentshatarelong-rangepersistent,
asis donein otherdisciplines(Hosking1981; Haslettand Raftery1989). This latter approachwasusedin the
analysisof the Bell Labsstarttimes.

Nonstationarity

HTTP starttimes, asthe Bell Labs datademonstratedare nonstationary Nonstationarityis as penasive in
Internettraffic dataaslong-rangepersistencéCleveland,Lin, andSun2000a;Cao,Cleveland,and Sun2000).
However, nonstationaritjhasreceved muchlessattention.Thecauseof thenonstationarityn generals sameas
the causeof the nonstationarityor the particularcaseof HTTP starttimes— a changinghumberof superposed
traffic sources.As the numberchangesthe statisticalpropertieschange.Aggregatebyte countson a wire are
sumsof byte countsof the individual sourcesandthefinite sampledistributions of sumsof randomvariables
canchangewith the numberof termsin the sums. AggregateHTTP starttimeson a wire area superposition
of theindividual traffic sourcesandthefinite sampledistributionsof theinter-arrival timesof superposegoint
processesanchangewith thenumberof superpose@rocesses.

Accounting for Structur eand Linking Up with Network Simulators

Willinger andPaxson(1997)amgueeffectively againstlackbox modelingthatignoresinternetstructure At its
mostelemental|nternettraffic on awire consistof pacletsarriving throughtime, amarked point processThe
point processs the paclet arrival times,andthe mark at eachpointis multivariate: all of theinformationin the
TCP/IPheadersAnd sinceeachpaclettraverseghelnternetend-to-endywe mustaddthevastinternettopology
to the structure.But just how muchof the structurewe wantto invoke in a statisticalmodelwill dependonthe
goalandonthepracticality

Onething doeshowever seemclear If we wantto studyan aspectof the network thatrequiresa modelto
accountfor TCPfeedbackatanindividual connectiorlevel, thenstatisticalmodelsaloneareunlikely to beable
to accounfor pacletsproperly Butlinking up statisticaimodelswith network simulatorscouldproduceahighly
effective hybrid (Joo,Ribeiro, Feldman Gilbert, andWillinger 1999). Network simulatorssuchNS (McCanne
andFloyd 1998)area majorachiezementof Internetanalysis.To runthe simulator a network with routersand
routing algorithmsis specified. TCP is simulatedover this network and pacletsare produced.Therearetwo
placeswherestatisticscanhelp. Oneis statisticaimodelsof sourceraffic, whichsene asinputto thesimulation.
Theotheris statisticalmodelsfor traffic aspectsuchaspacletinter-arrival timesandbyte counts built to reflect
the characteristicef dataon live Internetwires; the modelscanbe usedto validatethe simulatoroutput.
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4. Very LargeData Bases

Paclet headercollectioncanresultin avery large databaséecausgaclkets comeacrosdnternetwires contin-
uouslyat high speed.Evenif thetotal throughputon a wire is small, the datagrowv andgrow, sothe database
eventuallygetslargeif collectioncontinues.MHWirel hasjust a trickle comparedwith high throughputwires
of InternetISPs.But afteroneyearof collection,our databasesf 328 million TCP connectiorflows with 6866
million TCP/IPpaclet headergsook up about350gigabytes An Internetwire with 100timesthethroughpuif
MHWirel would reachthe samesizein about3.6 days.

S-Net: A Low-Cost, Distrib uted Data Analysis Computing Envir onment

Thesuccessf analyzinginternettraffic datadepend$eavily onanability to analyzethetraffic databasén great
detail. We needto exploretheraw datain its full compleity; relyingonly onsummariess inadequateWe need
to studypaclet-level processetakingmary variablesinto account;studyingonly byte countsin equallyspaced
intenalsis inadequateSuccesdn detailedintensie analysisdepend®ntheanalysts computingenvironment.

To cope with the very large databasecreatedby the Bell Labs traffic measurementsye developed S-
Net (Cleveland,Lin, and Sun2000b),a traffic collectionandanalysissystemthat begins with paclet header
collectionon network wires, andendswith dataanalysison a clusterof linux PCsrunningS, a languageand
systemfor organizing,visualizing, and analyzingdata(Chambersl 998). Packet captureemplo/s a PC with
Berkeley Unix, analteredUnix kernelto enhanceerformancethe programt cpdunp (Jacobsonleres,and
McCannel998),time-stampingbasedon GPS(Global PositioningSystem)clock discipline, andattentionto
paclet drops. The compressedheaderfiles are moved to the clusterof linux PCs,which are linked by fast
switches.EachPChasl, 2 or 4 processors300to 2000megabytesof memory andthey all have large amounts
of disk space.An algorithmthenorganizeshe headelinformationby TCP connectiorflow, andthe flows are
processedb createflow objectsin S. Analysisis carriedoutin S.

Flows andS flow objectsarecomputedn parallelonall of thePCprocessorandarestoredonthedisksof all
machinesS is run on high-endPCswith large amountsof memory Eachanalysthasa low-endPCthatstores
thatusers S directories.The analystlogs onto a high-endmachinefrom the homemachineto run S, mounting
the homesS directoriesaswell asthe directoriesacrosshe clusterhousingthe S objects. In otherwords,each
dataanalysissessionis distributedacrosghe cluster

S-Nethasworked quitewell. Becausdghe PCsandswitchescanbeinexpensve andlinux is free,the cluster
hasa low overall cost. The clusterarchitecturescalesreadily; in our case PCsanddiskshave beenaddedand
replacedincrementallyasour databasdnasgrown. The S flow objectsvary accordingto the specificanalysis
tasks;eachis designedo enhanceeomputationaperformanceandto make the S commandshatcarry out the
analysisassimpleaspossible.S is well suitedto thetaskof analyzinginternettraffic data;its elegantdesign,
whichwonit the ACM Software SystemAwardfor 1999,allows very rapiddevelopmentof new tools.

But surelywe cando betterthan S-Net. We needa whole new architecturdor softwarefor dataanalysisin
networked ervironmentsthattakesinto accountfrom the groundup, the distributed natureof the environment.
Oneeffort is undervay, the OmegaProject(www.omegahat.og), andif it succeedsgdataanalysisof all kinds,
including Internettraffic modeling,will benefit.

Visualization Tools: MPMP Displays

As for mostdatabasesyisualizationtools arevital for analyzinga very large databaseAnalytic visualization
tools supportmodeldevelopment.Oneissueis screerreal estate.Becausdnternetdatabasearelarge andthe
structureis comple, we mustaccepthe notionthatsingledisplaysneedto cover tensandperhapsundredsf

pageswith mary panelson eachpage.Datavisualizationis oftenlimited to a displayof a setof datathatcan
be placedall at oncein our visualfield. Soit canbe shockingat first to contemplatdooking at somary pages.
But usingthe structureof trellis display it is easyto generatenary pageqBecler, Cleveland,andShyu1996).
And usingadocumentiewer, it is possibleto learna greatdealaboutinternettraffic datafrom thesemultipage,



multipane] or MPMP, displays.Figurel is atrellis displaywith onepageandtwo panels;it shavs the HTTP
starttimesfor 2 of 10704blocksof data.It wasimmenselyinformatve for modelingthe starttimesto seesuch
displaysfor hundred=f blocks. And the only practicalmediumto communicateheseMPMP displaysis our
mediumof study the Internet.

Synchronized Measurement

We canraisethe measuremenbar even higherand createeven larger databasesSupposdraffic is measured
on two or morewires that have sometraffic in common,andtime is measuredccuratelyperhapshy usinga
feedfrom GPS.Suchsynchronizedneasurementsan reveal much aboutthe movementof traffic acrossthe
Internet(Paxson1997b).But therehasbeenvery little synchronizedollectionbecauseét greatlyincreaseshe
alreadysubstantiaburdenof measurementiatabasenanagemengnddataanalysis.

5. Conclusions

Paclet headercollectionwith timestampsand TCP connectiorflow formationprovide an effective framewvork
for measuringraffic. But the resultingdataareferocious. They arenon-stationarylong-rangepersistentand
distributions can have immenselylong uppertails. Thereare mary headervariablessuchasthe sourceand
destinatiorlP addressesindtherearemary variablesthatcanbe derivedfrom the headewariablessuchasthe
throughput.The structureof thesevariablesis comple. Addedto thisis the vastnes®f Internettopology and
theintricagy andfeedbaclof Internetprotocols.

Challengedor producingtools andmodelsfor meetingthe ferocity abound.Hereis a shortlist: Statistical
toolsandmodelsfor point processesnarked point processesandtime seriesthataccountfor nonstationarity
persistenceanddistributionswith long uppertails. ¢ Framavorksfor incorporatingthe structureof the Internet
into traffic modelsandanalysese Theoreticahndempiricalexploitationsof thesuperpositiorf Internettraffic.
e Methodsfor measuringandcharacterizingast,complex network topologies.e Integrationof statisticaimodels
with network simulators.e Synchronizechetwork measuremengindtools andmodelsfor comprehendinghe
results. e Methodsfor viewing MPMP datadisplays.e Low-cost,distributed computingervironmentsfor the
analysisof very large databases.

Acknowledgements

Many thanksto Mark HansenJim Landwehy and Diane Lambertwhosecommentswverevery helpful for for-
mulatingandexecutingthis writing.

References

Barford, P. andM. Crovella (1998). GeneratingRepresentate Web Workloadsfor Network and Sener Per
formanceEvaluation.In Proc. ACM Sigmetrics98, pp. 151-160.

Becler, R. A., W. S. Cleveland,andM. J. Shyu(1996). The DesignandControl of Trellis Display. Journal of
Computationabnd StatisticalGraphics5, 123—-155.

CaceresR., P. Danzig,S. Jamin,andD. Mitzel (1991). Characteristicaf Wide-AreaTCP/IP Corversations.
In Proc.of ACM SIGCOMM'91, pp.101-112.

Cao,J.,W. S.Cleveland,andD. X. Sun(2000). On the Nonstationarityof InternetTraffic. Technicalreport,
Bell Labs,Murray Hill, NJ.

Chambers). M. (1998). Programmingwith Data. New York: Springer

Claffy, K., H.-W. Braun,and G. Polyzos(1995). A Parameterizabldlethodologyfor InternetTraffic Flow
Profiling. IEEE Journal on SelectedAreasin Communicationd 3, 1481-1494.



Cleveland,W. S., D. Lin, andD. X. Sun(2000a). Network Simulation: Modeling the Nonstationarityand
Long-RangeDependencef Client TCP ConnectionStartTimesUnderHTTP. In Proc. ACM SigmetricsQO.
to appear

Cleveland,W. S.,D. Lin, andD. X. Sun(2000b). S-Net: An InternetTraffic CollectionandAnalysisSystem.
Technicalreport,Bell Labs,Murray Hill, NJ.

Crovella, M. E. andA. Bestaros (1996). Self-Similarityin World Wide Web Traffic: EvidenceandPossible
Causesin Proc. ACM SIGMETRICS96, pp.160-169.

Erramilli, A. O., O. Narayan,andW. Willinger (1996). ExperimentalQueueingAnalysiswith Long-Range
DependenPaclet Traffic. IEEE/ACM Transaction®n Networking4, 209-223.

FeldmanA., A. A. Gilbert,andW. Willinger (1998). DataNetworks asCascadesExplainingthe Mulifractal
Natureof InternetWAN Traffic. In Proc. ACM SIGCOMM'98, pp.42-55.

FeldmannA. (1998). Characteristicef TCP ConnectionArrivals. Technicalreport, AT&T LabsResearch.

Floyd, S. andV. Paxson(1999). Why We Don’t Know How to Simulatethe Internet. Technicalreport,LBL
Network ResearclGroup.

Haslett,J.andA. Raftery(1989).Space-ime Modelingwith Long MemoryDependenceAssessindrelands
Wind Power Resourcdwith discussion)Jour. of the RoyalStatisticalSocietyC — AppliedStatistics38, 1-50.

Hosking,J.R. M. (1981). FractionalDifferencing.Biometrika68, 165—-176.
Jacobsony., C. Leres,andS. McCanng(1998). tcpdump-3.4 http://ftp.ee.Ibl.ga/nrg.himl.

Joo,Y., V. Ribeiro,A. FeldmanA. C. Gilbert,andW. Willinger (1999). On the Impactof Variability on the
Buffer Dynamicsin IP Networks. In Proc. 37th AnnualAllerton Confeenceon CommunicationContol, and
Computing to appear

Leland,W., M. Taqqu,W. Willinger, andD. Wilson (1994). On the Self-SimilarNatureof EthernetTraffic.
IEEE/ACM Transaction®n Networking2, 1-15.

Mandelbrot,B. B. (1968). Noah,JosephandOperationaHydrology. Water Sciencefkeseath 4, 909-918.

McCanne, S. and S. Floyd (1998). UCB/LBNL Network Simulator - ns (version 2). http://ww-
mash.cs.bedey.edu/ns/

Mogul, J. (1992). ObservingT CP Dynamicsin RealNetworks. In Proc. ACM SIGCOMM'92, pp.305-317.

Paxson,V. (1997a). AutomatedPacket TraceAnalysisof TCP Implementations.n Proc. ACM SIGCOMM
pp.167-179.

Paxson.V. (1997b).End-to-EndnternetPacket Dynamics.In Proc. ACM SIGCOMM'97, pp.139-152.

PaxsonV. andS.Floyd (1995).Wide-AreaTraffic: TheFailureof PoissorModeling.IEEE/ACM Transactions
on Networking3, 226—244.

Ribeiro,V. J.,R. H. Riedi,M. S.CrouseandR. G. Baraniuk(1999). Simulationof NonGaussiahong-Range-
Dependentraffic UsingWavelets.In Proc. ACM SIGMETRICS99, pp.1-12.

Riedi,R.andJ.L. Vehel(1997). Multifractal Propertieof TCP Traffic: A NumericalStudy. Technicalreport,
DSPGroup,Rice University

10



Ryu,B. K. andA. Elwalid (1996). Thelmportanceof Long-Rangeéependencef VBR Traffic in ATM Traffic
EngineeringMyths andRealities.In Proc. ACM SIGCOMM’96, pp. 3—-14.

Willinger, W. andV. Paxson(1997). Discussionof Heary Tailed Modeling and Teletrafic Databy Sidney
|.Resnick. TheAnnalsof Statistics25, 1805—-1869.

Willinger, W., M. S. Tagqu,W. E. Leland,andD. V. Wilson (1995). Self-Similarity in High-SpeedPacket
Traffic: AnalysisandModelingof EthernefTraffic MeasurementsStatisticalSciencel0, 67—85.

Willinger, W., M. S. Taqqu,R. ShermanandD. V. Wilson (1997). Self-Similarity ThroughHigh-Variability:
StatisticalAnalysisof EthernetLAN Traffic atthe SourcelLevel. IEEE/ACM Transactionson Networking5,
71-86.

11



